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1. HACIIOPT PABOYEJ ITPOIPAMMBI TACIIATLINHE

Ta6muua 1.1 OcHOBaHME AJ1s pealy3aliy JHCUUILIUHEL

Kon HanpapsieHus IOArOTOBKY/ CIIeIMAIbHOCTH 09.03.02

HanpagieHue noaroToBKY/ cenranbHOCTh MHbOopMaLFOHHBIE CHCTEMBI M TEXHOJIOTHH
'VpoBeHs 06pa3zoBaHus bakanaBpuar

Con pa3paboTky/0OHOBIEHUS 2021

TaGmuua 1.2 CTpyKTypa AUCLMILUIAHBL B COOTBETCTBUHM C YIEOHBIM ILUIaHOM

Bup! yuebHOM paboThl, BKIOYAsk CAMOCTOATENBHYIO paboTy

®dopma o0yyeHwHs:

00y UArOIMXCS ¥ TPYAOEMKOCTh JUCIUILTHHEL OYHas OYHO-3204Has 3a04Hast
TpyI0eMKOCTh OUCLIAIUINHEL 3aYeTHHIX CAUHUL 2 2
aKaJeMIYECKHX 7 7
4acoB
KonrakTHas padota, |[AyauropHas  IeKLAH 12 4
qac [paKTUYeCKUe 12 4
BaHATUSA
TaGopaToOpHBIN
NpPaKTUKYM
BHeaynutopHas
CamocTosTeNibHas paboTa, 9ac 48 64

Tabmuua 1.3 ®opMbl KOHTPOJIS JUCIMILTAHBL

Cemectp
U (opmMa KOHTPOJIA

®dopma 00yyeHHs:

OoYyHas OYHO-320YHAS 3a04Has
eproabl KOHTPOJIA 8 cem 9,10 cem
bx3ameH (bI)
3auET (BI) 8 cem 10 cem

KypcoBas paboTa

KypCOBOM IPOEKT

liHMBHIY abHOE 3a0aHKe (KOHTPONbHAs paboTa)

Tab6nuua 1.4 Bugsl caMOCTOSTENBHOM paboTsl

®dopma 00y4eHHs

Bup caMocTosITeNnbHOM paboTHI Bup 3anatus Tun nepuona
oyHasd OUYHO-320YHas | 3a04Has
[loaroToBKa K JIEKUMAM Jlexiuu Lsapenmiscrge
00OydeHue 20 26
[ToAroToBKa K MpakTUYECKUM Teoperuueckoe
[pakTryeckue

3aHATHAM 00yyeHue 20 26
[ToAaroToBka k 3a4e 3auer —

Ty ceccHu 8 12
HToro 48 64




2. IIEJIb OCBOEHWS JACUILIAHBI

2.1. Ilean 1 320290 0CBOCHHMS THCIHILIAHBI
O3HAKOMJIEHHE CTYJI€HTOB C OCHOBHBIMU CBEJICHUAMHU O POCCHUCKOM U 3apy6EKHOM 3aKOHOAATENECTBE B 001aCTH

UHGPOPMAIMOHHOH 6€30MaCHOCTH.

I/I3yquMe OCHOBHBIX Cpe€ACTB U METOA OB 3allIUTHI I/IH(l)OpMaLII/II/I.

3a)1aq14 OCBOCHHUS JUCUHIUIAHBIL:

1. M3YYUTH OCHOBHBIE TIOHSTHS, O3HAKOMHTCS C METOJaMH 3aIUTbl HHPOPMALHH;
M3yUNTH TEXHIYECKUE CPENCTBA OPraHU3ally HHHOPMAMOHHOH 6€30MaCHOCTH;

IIporpaMma COCTaBJeHa B COOTBETCTBHH ¢ TpeGoBanusiMu deepanbHOro rocy1apcTBEHHOro 00pa3oBaTeNbHOrO
CTaHJApTa BEICIIEro 06Pa3oBaHFIs [0 HATIPABICHHIO TIOATOTOBKH / CIISLHAIbHOCTH HHbopMalMoHHbIe CHCTEMBI U

TEXHOJIOIHH.

IIporpaMma COCTaBIIeHa C y4ETOM PeKOMEH/IAIIMI IPUMEPHOH OCHOBHOM 00pa3oBaTe/IbHOH MPOrpaMMBbI BBICLIETO
06pa3oBaHys 10 HAMPABIEHHIO TIOArOTOBKH/CIELMATbHOCTH MHQOPMAIMOHHEIE CHCTEMBI U TEXHOIOTMH

YTBEPKAEHHOM

2.2. Tlepeuens MIAHHPYEMbIX Pe3yJIbTATOB 00yYeHHst 0 NACHHUILITHHEE (MOIY.II0), COOTHECEHHDIX C
NIAHHPYEMBIMHA Pe3yJIbTATAMH OCBOeHHS 00pa3oBaTeILHOM NPOrpaMMBI

Ta6muua 2.1 IlepeyeHs IIAHUPYESMBIX Pe3yNbTaTOB 00yYCHHUS 0 AUCLHUILTAHE

Kox 1 HauMeHOBaHUE KOMIIETEHIMA
(pe3ynpTaT OCBOEHHM)

Kon n HamMeHOBaHUE UHONKATOpa JOCTIXKEHUA KOMICTCHIMH

[1K-4. CiocoGHOCTb BBITIOIHAT PabOTEI
o obecreueH 0 HHPOPMALIMOHHOM
GezonacHocTH 6a3 qauuex (TIC 06.011
OT® IT)

[1K-4.1. 3HaeT HOpMaTUBHbIE, METOAMYECKHE MaTepHAIIBI IO BOIIPOCAM
HCTIBITAHMS, TECTHPOBAHUS U OLIEHKH KayeCTBa POrpaMMHOr0
obecnieyeHus.

[TK-4. CriocoGHOCTh BBIMOIHATH pabOTEI
no obecrneyeHuIo HHPOPMAaHOHHOM
6e3omacHocTH 6a3 qanHbX (IIC 06.011
OT® ]I)

[TK-4.2. VMeeT BBIABIATE yrpo3kl 6e30I1acHOCTH Ha ypoeHe bl
Pa3pabaThiBaTh MEPONPHATHS 1O 0OeCIIeYeHUIO 6e30IaCHOCTH Ha
yposue BJI.

[TK-4. CriocoGHOCTb BBIOIHATE paboThI
o obecrneueHuo HHGOPMAIMOHHOM
6ezomacuocTr 6a3 manubIx (I1IC 06.011
OTd )

[TK-4.3. BnafeeT MpakTHYeCKUM OIBITOM BHIOOpa OCHOBHBIX CPEICTB
T10Iep>KKH HH(POPMALMOHHOI Ge3omacHocTH Ha yposHe B/I.

[1K-5. CriocoGHOCTB BBITONHATH PaGOTHI
o cosnanuio (Monudukanyu) u
COMpPOBOXKACHHIO HHYOPMALIMOHHBIX
cucrem (IIC 06.015 OT® B)

[1K-5.1. 3HaeT TeopHro 6a3 JaHHbIX, TEXHOJIOTHH BHITIONHEHHS paGoT B
opranusamum MIC, COBpeMEHHbIE METOMKHU TeCTUPOBAHNS pa3pabaThl-
Baembix VIC.

[TK-5. CiocoGHOCT BBHITOIHAT PaboThI
M0 Co3xaHmIo (MOTU(UKALKHN) K
CONpPOBOKIACHUIO HH(OPMALMOHHBIX
cuctem (TIC 06.015 OT® B)

[1K-5.2. YMeeT pa3pabaThiBaTh JOKYMEHTBI, OLIEHUBATh OOBEMBI H CPOKH
BBIIIOTHEHHS paboT

[1K-5. CriocoGHOCTh BBHIIOIHATE PabOTEI
no co3aaHuio (MoaudHUKaLK) U
COMpPOBOXKICHUIO HHYOPMALMOHHBIX
cucrem (IIC 06.015 OT® B)

[TK-5.3. BrajeeT NpakTHYeCKHUM OIIBITOM TOArOTOBKH YacTeil KoM-
MepUECKOTO MPEeIOKEHNU 3aKa3uuKy 06 0ObeMe U CpOKaXx BBITONHEHUS
paGoT 1o co3xaHmo (MoaudHKALMK) ¥ BBOAY B IKCILTYaTalMO %(®

Ta6uua 2.2 — [InaHupyeMble pe3ysbTaTsl OCBOSHHS IUCIMILTMHbBI 00pa3oBaTebHOM IPOr paMMEl

Kon 1 HauMeHOBaHUE HHAUKATOPA
JOCTWXKEHHUI KOMIICTCHIIUH

HayMeHOBaHue I0Ka3aTeNs oueHuBanus (pe3yapTaTa o0y4eHus no
JTUCUHUIUTHHE)

1

2




[1K-4.1. 3naeT HOpMaTUBHEIE, Me-
TOAMYECKUE MaTepHalIbl 110 BOIIPOCaM
VICTIBITAHUS, TECTUPOBAHUA U OLICHKH
KauecTBa MPOrPAMMHOT0 00eCIIeueHus.

Buaer: ITK-4.1. 3akonomarensctBo Poccuiickoit Peneparuu B 061acTu
oGecneueHns 6e30IaCHOCTH M 3aLUTHI IEPCOHATIBHBIX JaHHBIX

Vmeer: ITK-4.1. [InasupoBaTek U OCYIIECTBIATh MEPHI 10 YCTPAHEHHIO
[OC/IeICTBHI HapYIIEeHHS PeriaMeHToB obecriedeHHs 6e30MacHOCTH Ha

ypoene b1

Hmeet HaBbiku: [1K-4.1. OueHKH CTENEHU 3allUTHI JAHHBIX OT YIpo3
GesomacHocTH Ha ypoBHE B[

[TK-4.2. YMeeT BBIABIATE YyIPO3bI
GesonmacHocTH Ha ypoBHe B/I.
PazpabarsIBaTh MEPONPUATHSA 11O
oOecneyeHrIo 0e30MacCHOCTH Ha YPOBHE

b1

3naet: [1K-4.2. CpencTea 1 HHCTPYMEHTHl BOCCTAHOBIICHHS
GezomacHoCcTH Ha ypoBHE BJ]

Vmeer: [TK-4.2. BbIIBIATS yrpo3sl 6e30macHOCTH Ha ypoBHe b1

meer naebiku: [TK-4.2. PazpaboTku MeponpusaTHil o 0OecneueHuIo
OezomacHOCTH Ha ypoBHE BJ]

[1K-4.3. Biajeet npakTHYECKUM OITBITOM
BHIOOpa OCHOBHBIX CPEICTB MOANECPIKKU
HG(OpMaMOHHOH 6€30I1aCHOCTH Ha

ypoBHe B]I.

Buaer: ITK-4.3. Yrpozs! 6ezonacHoctu BT 11 cioco6s1 ux
peIOTBPAILCHHS

'Vmeer: ITK-4.3. OcymecTBiaTs BBIOOP OCHOBHBIX CPEICTB IMOAACPIKKU
uH(opMaLoHHOH Ge30macHOCTH Ha ypoBHe B[

meet napbiku: [TK-4.3. AHayu3a BO3MOXKHBIX yrpo3 AJI1 0€30MacHOCTH
TAHHBIX

[1K-5.1. 3Haer Teopuro 6a3 JaHHBIX,
TEXHOJIOTMH BBITIONHEHUS paboT B
opranuzaiuu MC, coBpeMeHHEIe
METOUKH TECTUPOBAHUA
pazpabateiBaeMbrx MIC.

SHaer: [IK-5.1. CoBpeMeHHbBIE METOAUKY TECTUPOBAHUA
paspabatsiBaembix MIC. CoBpeMeHHBIE CTaHAAaPTHl HHPOPMALOHHOTO
B3alMOAECHCTBHUA CUCTEM

Vmeer: ITIK-5.1. KomupoBats Ha f3bIKax MPOrpaMMHpPOBaHH.
TecTrpoBaTh pe3yNIbTaThl MPOTOTUNHPOBAHUS

Imeet Hapbiku: [TK-5.1. Pazpa6otku nporotuna MUC Ha 6a3e TUIIOBOM
IIC B cooTBeTcTBUH C TpeboBanusamu. Tectuposanus npororuna MC na
KOPPEKTHOCTh apXUTEKTYPHBIX peLIeHUH

[1K-5.2. YMeert pa3pabatsiBaTh
TOKYMEHTBI, OLIEHUBATh 00BEMBI i CPOKH
BBIIIOJIHEHUSA paboT

3Haer: [TK-5.2. OTpacneByto HOpMAaTUBHYIO TEXHUYECKYIO
MOKYMEHTALUIO

Vmeet: ITK-5.2. AHaTM3UPOBATh HCXOOHYIO JOKYMEHTALHIO

Hmeet Haspiku: TTK-5.2. OueHKH 00BEMOB U CPOKOB BBITIOJHEHHS paboT.

[TK-5.3. Brnageer npakTH4e€CKHAM OIIBITOM
MOATOTOBKU YacTei KOMMEpPYECKOro
NpeUIOKEHHA 3aKa3uuKy 00 o0beMe u
CpOKaXx BBIOJHEHHS pabOT IO CO3aHHIO
(MomuduKayy) U BBOAY B
bkcrutyartarpro YC

Buaer: I[TK-5.3. UcTounnku nHbOpMaLUK, HEOOXOOUMOH AMs
npodeCCHOHATBPHON NeSTeNbHOCTH

Vmeer: ITK-5.3. [IpoBomutk cOOp UCXOOHBIX JAHHBIX Y 3aKa34MKa,
Mo nenupoBath GusHec-mpoueccs B Tunosoi UC

Mmeet vappiky: [TK-5.3. IToaroroBky yacTe KOMMEPYECKOIO
NpeUIOKEHHs 3aKa39rKy 06 00beMe U CpOKaX BBINIOJHEHMS paboT Mo
cozmanmio (MoauGUKalKK) U BBOAY B 3KcILTyaTanmio MC

WudopMauus o BbIABICHHH PE3yIFTATOB OCBOSHHS AUCLMILTHHEI NpeacTapieHa B DOoHIe OLIEHOYHBIX CPECTB M0
mucuuruuge. [acnopt @OC npencraeneH B pasaene 4 PIIJT.

[Mpumeuanune: ®OC paspabarsiBaercs kak npunoxenue k PITJ[ B coorercTuu ¢ ITonoxennem o @OC,
YTBEPKIEHHBIM JIOKAJIBHBIM HOPMATUBHBEIM aKTOM. :




3. COJEPKAHUE JACIAILIAHEI

3.1. Temb! yueOHOH JHCHUNIAHBI (JIEKIMOHHBIE 3AHITHS)
Tabmuua 3.1 TeMbl JIEKUHMOHHBIX 3aHATHIH

KonnuectBo uacos no popmam
00y4eHus
Haumenosanue
KoHr. pab Cam. pab
Ne pasnmena Tema u coneprxaHue TEKLIMOHHOTO
/| JAUCIMIUIMHEL 3aHATHUA i i
(gt OYH 32043204 320y
as |Hasj|Has | oyHas |Has 3aoyHas]
1 2 3 4 (5][6 7 8 9
Ilepsas rpynna (ounas ¢gopma (8 cemecrp), 3a0unas ¢opma (9 cemectp, '
nmepuoaa 10 cemectp)
aTTecTANUU
(3aueT)
1|Cpenctra u Cpencrta u MeTons! 3amuThl HHGopManwy. Lenu 3ammTer | 2 05| 2 3
METOBI 3auThl  [MH(popMarmu. TeopeTudeckre OCHOBbI HHPOPMALMOHHOM
MH(OpPMaIU Oe3omacHocTu. TpebGoBanus, NpeabABIIEMbIE K
obecrnieueHHI0 6e30MacHOCTH HH(POPMALIMOHHBIX
rexHonoruit. OpraHu3alioHHO-TIPaBOBOE OOecrieyeHne
MHGbOpManMOHHON Ge3omacHocTH. [IpaBoBas 6a3a 3aIuuThl
MHbOpMaLUH
2/Cpencrsa u CoxpaHHOCTS U 3alyTa MPOrpaMMHBIX cucteM. O01ue 2 0,5 3 3
METO/IBI 3aLIUTEl  [TEXHUYECKHe CPEACTBA U METOIbI 3alUThl HHPOPMALIIH.
MHpOpMAaHH Kpunrorpaduueckue METOABI 3aLIUTHl HHPOPMALHH.
[IporpaMMHO-amnmnapaTHsle cpeacTBa obecneyeH s
MH(bOpMaLMOHHON 6e301acHOCTH
3|Cpencrea u 3amuTa nHGopManuu B cersx. Monens OSI. IIpoTokomnsl 2 1 3 4
METOIBI 3aUTEl  (6e30macHOCTH. ONUCaHHe CETEBHIX aTaK.
H(OpMaIHH ‘
4Cpenctea u CpencTsa 3alMTHl OT HECAHKLIMOHUPOBAHHOI'O JOCTYTIA. 2 0,5 3 4
MeTonB! 3aluThl  [KaHans!l yreuku uHGopMauwu. OpraHu3alroHHbIE MEPHI 10
uHOopManmu BamuTe KOHQUASHIMATBHON HHpopMaluu. MexceTeBoe
BKpaHUpPOBaHUE.
5|Cuctemsl [Tepconanbubie nanxsle. MHbOpMamoHHas cuctema 2 0,5 3 4
MH(OPMAaIMOHHOH [HepCOHATIBHEIX JaHHBIX . OCHOBHBIE OIpeeICHHS.
GezomacHoCTH Kateropuu nepcoHaabHBIX JaHHBIX. YPOBEHb
BAILMILEHHOCTH NEPCOHATBHBIX AaHHBIX.
6/CucteMsr Cuctembl HHGOPMAIMOHHOM 6€30MaCHOCTH. 1 0,5 3 4
MHpOpMaLOHHOH (OpraHu3aliOHHBIE BOIIPOCH! KOPIIOPATUBHOM
GezomacHoCTH Oe3onacHocTu. YcraHoBka pemenus Kaspersky Security
Center. Pa3BepThIBaHHE CUCTEMBI 3aIIUTHI HA NPEITPUATHHL.
7ICucTeMsl ATTecTanus 00BeKTOB MH(pOpMaTH3aLHK Mo TpeboBanusM | 1 0,5 3 4
MHGbOpMaLHOHHOM [e30macHOCTH MHpOopManuy. OpraHu3aluOHHBIE BOIIPOCH
Oe3zonacHOCTH KOPIIOPAaTHBHOM 6€30MacHOCTH. Y CTaHOBKA PEIICHU
Kaspersky Security Center. Pa3BepTriBaHHe CHCTEMBI
BAINKTH] HA MPEANPUITHH
MTOI'O 12 4 | 20 26
IlepBas rpynna
nmepuoxa
aTTeCTALNH
(3auer)
HToro 12 41 20 26

3.2. IlpakTHYecKHe H CEMUHAPCKHE 3AHATHS M HX COAEP/KAHHE



Ta6nuna 3.2 TeMbl NpaKTUUECKUX 3aHATHH

KonuyecTBo 9aco no dhopMaM 00ydyeHus
HaunmenoBanue
Ne TeMma u comepKaHue MPaKTHYECKOro KoHT. pab Cawm. pab
paszesia AUCLHUILIAHBI -
/i fitesii) 3aHATHUA OYH.- OYH.-
OYHasBa0YHasgBA0YHAs| 0YHAs Ba0YHAA3a0YHAs]
1 2 3 4 3 6 7 8 9
IIepBasi rpynna ounasn popma (8 cemecTp), 3a09HasA
nepuona arrecranuu (popma (9 cemecrp, 10 cemectp)
(3auer)
1/Cpenctea u metonpl  [Kpunrtorpadus. OCHOBHBIE AITOPHTMBI 2 0,5 3 4
3aruThl HGopMaruy (mudppoBaHus. . PaspaboTka nporpamMmel
pasrpaHUYeHUs IOTHOMOYHI
[10JIb30BaTENe Ha OCHOBE IApPOJIbHOM
ayTeHTU(HUKALMY U 3HAKOMCTBO C
NOHATHEM Kpunrorpadum.
2/Cpenctea u Metonpl  |[[[ludpoBaHue U STEKTPOHHO-LHPOBAsL 2 0,5 3 4
3aIUTEl KHOOPMALMHK [TOINUCH JOKyMEHTOB. IIporpaMmel
3alIUTHl JAaHHBIX. | eHepanysa OTKPBITHIX U
3aKPBITHIX KJIIOYEH 3IEKTPOHHOM
[ POBOI NONNUCH U IH(POBAHUA.
3yyenue paboTHl KPUNITOIPOBAKEPOB U
pOrpaMM 3aIlHThI JAHHBIX.
3|Cpenctsa u MmeTonsl  (O630p pelleHUs OpraHAu3auH 2 0,5 3 4
3alMTHl MHQOPMALMK [KOPIIOPATUBHON 6€30IaCHOCTH.
HCTpYMEHTHI YyIIpaBIeH s
6e30MacHOCThIO OpraHu3auyy. Msyuenue
3anay 10 YIPaBJIEHHIO U 00CTy>KMBaHHUIO
CHCTEMBI 3aIlUTHI CETH OpraHU3alyy B
nporpamme Kaspersky Security Center.
4iCucTteMsl I3yuyeHne repeaoBbIX TeXHONOT UM 3auTel| 2 0,5 3 4
MHGPOPMALIOHHOM OT BPEIOHOCHBIX NporpaMM. HCTpyMeHTEI
0e30macHOCTH 3aIIKTH OM3HECA OT COBPEMEHHBIX
MMHAMAYHO Pa3BUBAIOIIMXCS YIPo3.
VrpaBneHue HacTpoiKkaMM cepBepa
anqvuauctpupoBanus Kaspesky Security
Center. KoHTposh paboumx MecT.
5|CucteMsl 3yueHne CpeaCTB 3allMThl KIIMEHTCKUX & 1 4 3
MH()OPMAIIMOHHON KOMITBIOTEPOB. Y CTAaHOBKA U HACTPOMKa
0€30MacHOCTH [apaMeTpOB CUCTEMbI YIIPABJICHUS
Kaspersky Security Center. Ynpasnenue
HACTPOMKAMH cepBepa |
anvuaucTpuposanus Kaspesky Security
Center. O6cmyxuBanue pabounx MecT.
6/CrcteMsl Pricky OTEpH JAHHBIX B COBPEMEHHBIX 2 1 4 5
MHGOPMAIMOHHON GusHec mpoueccax. PezepsHoe
0€30MacHOCTH konuposanue B Windows
UTOI'O 12 4 20 26
Ilepsas rpynna
Nepuoaa aTTecTAlHN
(3auer)
Mroro 12 4 20 26

3.3. JIaGopaTopHbIii NPAKTHKYM M €ro Coaep:KaHne
He npemycmotpeHo.

3.4. KypcoBoii mpoekT (paboTa) H ero XapakTepucTHKa
He npenycmotpeHo.




3.5. MapuBuayansHOe 3aJaHHE H €r0 XapaKTepPUCTHKA
He npexycMoTpeHo.

4. BBISIBJIEHHME PE3YJIbTATOB OCBOEHIA JUCITATTIAHBI

4.1. Ilaconopt ¢ponaa ounenounsix cpeacrs (POC) no qucuuninne

Tabnuua 4.1 - Nacnopr donza oneHouyHsIX cpeacTs (POC) 1o JUCUHIITHHE

H Koner

alMeHOBaHMe

Ne /1| OLIEHOYHOrO CpencTBa Texnonorus Bup arrectanuu Bungs! 3ansaTui (bopanyeMlex
KOMIIETEHIUI

1 2 3 4 5 6

1 |CobecenoBanue {HTepaKkTUBHAS Texymuii koHTpone  [Jlexuuu [K-4.1., [1IK-4.2.,
oOpasoBaTenbHas I1K-4.3., IIK-5.1.,
TEXHOJIOTHA IK-5.2., IIK-5.3.

2 |TBopueckoe 3amanue [TexHomorus Texymuii kouTpons  [[Ipaktuueckue, [[IK-4.1., IIK-4.2.,
POEKTHOI'O CPC I1K-4.3., [IK-5.1.,
00yueHus [1K-5.2., [IK-5.3.
(TBOpYECKHUiA,
pCCrIe0BaTENbCKUM
MPOEKT)

3 |[Tect udopmarmonno-  [[IpomexxyToyHast 3ayer [MK-4.1.,TIK-4.2.,
KOMMYHHKAIIMOHHAS [aTTeCTalus MMK-4.3., TIK-5.1.,
0OpazoBaTebHas ‘ [1K-5.2., TIK-5.3.
[TEXHOJIOT U

4.2 Bonpocs! K 3x3aMeny (3adery)

IlepBasi rpynna nepuoia aTTecTanu (3a4er) - ounas ¢opma (8 cemectp), 3a0uHas popma (9 cemectp, 10
cemMecTp)

O oo Wn bW —

10.
11.
12.
13.
14.
15.
16.
17.
18.
19-
20.
21.

. CoiicTBa HHOpMaLMH
. Cy6beKThl HHPOPMALIOHHON 6€30MaCHOCTH.
. IlonsaTHe aBTOpPH3ALIMY.

. IlonsaTue ayTeHTUDUKALMH.
. OCHOBHBIE ATTOPUTMBI LIM(PPOBAHHU.
. Onpenenenue Buna mudpa.
. Bupycel

. CereBrle aTaxi.

. MexceTeBoi 3KpaH.
OnexTpoHHas LU poBast MOAKCE.
3amauu DLP cucrem
Kommnonents! 3auutsl Kaspersky Endpoint.
OCHOBHBIE IPHYUHBI TOTEPU UHGOPMALMH.
Hasnauenue u dyuxupnonan Kaspersky Security Center
Arent agmunuctpuposanus Kaspersky Security Center
MeToap! pe3epBHOIO KOMMPOBAHUS
CucTeMsl pe3epBHOTO KOMUPOBAHHS.
Bus! pe3sepBHOrO KONUPOBAHUS.
Pa3paboTKa 1 BHENPEHUE CUCTEMBI PE3EPBHOrO KOMUPOBAHU
ArtrecTauus o0beKTa HHGOPMATHU3ALIMH.
AKKpeUTaLHIO OPraHoB 110 aTTECTALUH.

4.3 TexHoJIOrnst BbISIBJIEHUS] YPOBHS OCBOCHUSA JHCHNIINHBI

TeXHOMOTHS BBISBICHHUS YPOBHS OCBOEHHMS NUCIMILTAHbI IPUBOAUTCS B (hore onenounbix cpencts (POC).




5. YYEBHO-METOINYECKOE ¥l THPOPMAIIMOHHOE OBECIEYEHHE OCBOEHHMSA
UCIWLLIAHEL (MOJLY.JIS)

5.1. OcHoBHAs H JONOJHATENbHAA JHTEpaTYypa

OcHoBHAasl TATEpPaTypa

1. UudopMaumonHas 6e30MacHOCTb U 3aluTa MHpOopMAaIuy [OneKTpoHHsI pecype] : Y4ye6HO-MeTOnNYeCKUit
xommekc / C. A. Omapoga, K. A. Hckakosa, H. A. Toiiran6aesa ; coct.: C. A. Omaposa, K. A. Hckakosa, H. A.
Toliran6aesa. - Anmatsl : Hyp-IIpunr, 2012. - 98 c. - ISBN 9965-756-05-8.
(http://www.iprbookshop.ru/67055.html)
2. NudopmanmonHas 6e30MacHOCTh U 3aIuTa HHQOPMAIMK Ha XKeJIe3HOAOpOXKHOM TpaHcropre: Yacts 1.
Meroznonorus u cuctemMa obecredeHus HHPOPMALMOHHOM 6€30IIaCHOCTH Ha JKEJIE3HOJOPOXKHOM TpaHCIIopTe
[Drnextponnslii pecypc] : yue6nux / C. E. Aramypos [u np.]. - UadopmanmonHas 6€30MacHOCTb U 3aluTa
nHE(OPMAIIMK Ha XKeJNe3HOAOPOXKHOM TpaHcnopte: HacTs 1. MeTomonorus 1 cucteMa obecrieyeHus
MHGMOPMAITMOHHOM 6e30MACHOCTH Ha JKeJe3HOAOPOKHOM TpaHcmopTe ; 2018-04-25. - Mockea : YuebHo-
METOJMYEeCKUIt LeHTp 1o o6pazoBanuio Ha skenesHomopo (http://www.iprbookshop.ru/45259 . html)

JonoaHuTeNbHASA JHTEPaTypa

1. Bauer, ILH. HWudopmanponHas 6e30nacHOCTS | 3aiuTa HapopMarmu [DneKTpoHHBIA pecype] : ydeOHoe
rioco6ue / I1. H. Baumsl, A. B. Ba6am, E. K. Bapanoga. - UadopmaupoHHas 6€30macHOCTE U 3allUTa HHGOpMaLiH
; 2019-02-17. - Mockea : EBpasuiicKuii OTKPBITBIA HHCTUTYT, 2012. - 311 c. - ISBN 978-5-374-00301-7.
(http://www.iprbookshop.ru/10677.html)
2. Iakun, AW. HudopmanponHas 6e301acHOCTs HHPOPMALMOHHBIX CUCTEM YNPABJICHHUS TIPEANPHATHEM
[DnexTponHsIii pecype] : yueGHoe mocobue / A. 1. ITaxun. - MHdopManuonHas 6e30macHOCTh MHPOPMAUMOHHBIX
cucTeM ynpaeieHus npeanpustaeM ; 2017-06-20. - Mocksa : MockoBcKas rocy1apCTBeHHas akafeMHsA BOJHOTO
Tpancropta, 2009. - 41 c. (http://www.iprbookshop.ru/46462 html)

MeroauyeckKue YKazaHusd

1. Ily6uackuii, M. U.  Hudopmauronnas 6e300acHOCTb IS pabOTHHKOB OrOMKETHOH chephl. 3amura
IIepCOHATBHBIX JaHHBIX [DNeKTpOHHBIHA pecype] : YueGHoe mocobue / M. . Illy6unckuii ; M. U. IllyGuHckui. -
HMudopManuonHas 6e30MacHOCTb A paGOTHIKOB GXOpKeTHOM chepsl. 3aluuTa MepcoHaNbHbIX JaHHBIX ; 2022-10-
01. - Canxr-Tletep6ypr : Yuusepcuter UTMO, 2013. - 77 c. (http://www.iprbookshop.ru/68654.html)

5.2. Mcnosb3yemblie 6a3bl JaHHBIX H HHGOPMAIMOHHBIE COIPABOYHbIE CHCTEMbI

Ta6mvua 5.1 Hcmons3yemoe nporpaMMHoe obecriedeHne

nporpaMMHoe obecriedeHue

e Haumenosanue IlonTBepxneHue
0 /;1 UH(OPMALIOHHBIX PECYPCOB JIMLIEH3UHI KomnuyecTBo uueH3uit
1 2 3 4
1 ["ASK_P" AsromarusupoBarHas cucreMa [(CBo6oxHO pacnpocTpansemoe I10, 1 000
KOHCYJIBTalMi ,CAMOIIPOBEPKH H AKT BBITIOJTHEHHBIX paboT OT
KOHTPOJIS BHIIIOJIHEHHS IIPOEKTA 15.08.2020r NeA7
0JJTHOSTAXXHOT'O MPOMBILLUIEHHOTO 31aHK B
cOOpHOM JKese300eToHe.
2 |Far Manager CoGomHo pacnipoctpansemoe I10, 1 000
AKT BBITIOJIHEHHBIX paboT OT
15.08.2020r NeA7
3 |[Ubuntu Ceoboauo pacnpoctpansemoe 10, 1000
AKT BBITIOJTHEHHBIX paboT OT
15.08.2020r NeA7
4 |VirtualBox CBOOOIHO pacrpOCTpaHAEMOe 500




5 [Windows 10 Education [Tponnenue Azure Dev Tools for
Teaching
Tabnuua 5.2 Menons3yemble 6a3pl JaHHBIX U HHGOPMAIHOHHO-CIPABOYHBIE CHCTEMBI
Ne Haumenopanue ITonTBepxneHue
ol MH(POPMALIOHHEIX PECYpPCOB JIMUEH3UU KonuvecTBo nuueH3uit
2 3 4
1 [OnexTpoHHbIH KaTanor OUOIHOTEKU Jloroeop ot 20.10.2016 Ne16816 , 500
HI'ACY (Cubcrpun) AKT BBIIIOJIHEHHBIX paboT OT
15.08.2020r NeA7
2 |Onextponnsii kaTanor «Ctatbu MAPCy» [CBo60omHO pacnpocTpanseMas b1 1 000
3 [9nexTpoHHO-6MOMMOTEYHAS cUCTEMa JloroBop Ha Mpe0CTaBICHUE 1000
[PRbooks MOCTYIA K 3JIEKTPOHHO-
OubnuoTe4HO cucTeme
[PRBOOKS ot 25.09.2020 Ne
5293/19
4 MOODLE - ITopran muctanuuonsoro  [(CBo6omHo pacnpoctpansemas b1, 1 000
o06y4yenns HI'ACY (Cubcrpun) AKT BBITIOJIHEHHBIX paboT OT
15.08.2020r NeA7

Tabnuna 5.3 Mcnons3yemble HHTEPHET-PECyPChl

HanmeHoBauue

Ne

/i UHGOPMALOHHEIX PECYpPCOB Ccpinka
1 2 3
1 |Odunuansueiii caiit HIACY (Cubctpun) http://www.sibstrin.ru
2 [opran JO HI'ACY (Cubctpun). http://do.sibstrin.ru/login/index.php.
3 [Touckopas cucrema Google https://www.google.ru/

5.3. MeTOI[ﬂ'-leCKHe PEKOMEHJANMH 10 OPraHU3ANNH H3YICHHHA JHCIHHTIJINHBI

Tabnuua 5.4 Hcnonbyemble 00pa3oBaTeNbHbIe TEXHOIOTHH

Hanmenosanue
No TexHonoruM Bun 3ansaTuii Kparkas xapakrepuctika
n/m
1 2 3 4

1. |AyauTopHbIe IOTOYHBIE U
rPYIIIOBBIE 3aHATHS B
CTIeaTH3UPOBaHHBIX
Kaccax

H(opMaLOHHbIE JEKLIHUH,
NpaKTUIECKHE 3aHATHA

Ha nexuusax: UCIOoNb30BaHUE MyIBTUMEIHHHOTO
NpE3eHTallMOHHOr0 060pyIOBaHHUA C
NeMOHCTpauuel BUaeopunsMoB, pororpadui,
KOMIIBIOTEPHBIX Npe3eHTalui, Ha npakTuyeckux
BaHATHAX: OCBOEHHE KOHKPETHBIX YMEHHH U
HABBIKOB II0 NPEIOKEHHOMY NPENoaBaTeeM
QJITOPUTMY .

2. Meton nmpo6ieMHOTO
V3JI0JKSHHS MaTepHraia

[TpoGiiemHbIe
MEeKLUH, IPAaKTHYECKUEe
BaHATHSA

CaMOCTOATeIFHOE U3yYEeHHE CTyIeHTaMU
MaTepHualia JeKUUHU C IOCIeayoLel JUCKYCCUEr
B ayquropuu. OpraHu3auus y4eOHoi paboTsl,
HaINpaBJIeHHAasA HA pelIeHHe KOMIUTIEKCHON
yueOHO-TI03HABATEIBHOM 3aJa4u Ha
MPAKTUIECKHIX 3aHATUIX.

3. [MuTepaktuBHas ¢popma
MPOBEICHUS 3aHATUI

JTeKLHs-QUCKY CCHS, JIEKLIHS-
Oecena

Jlexuus «0OpaTHOM CBS3W», MpeanoIararmas
00CyKIEeHIe CIOPHBIX BOMPOCOB, BOSHUKAIOLIUX
[pY U3I0’KEHUU MaTepralia B ay AUTOPHH.
Bcrpeun ¢ npencraBUTens MU IpoQHITbHBIX

KOMHaHI/Iﬁ, IMOCEUICHUE CIICIUATTUSUPOBAHHBIX
BBICTABOK.




JTrcTaHUMOHHOE 00y4eHHe

CamocrosTenpHas pabora,
KypcoBas paboTa

CaMOCTOATENIBHO H3y4YeHHe 00yYaroIUMUCH
yueGHOro Marepuaia B JUCTAHLHOHHOM PEXKUME
Ha nopraie http://do.sibstrin.ru/, caMOKOHTPOJIB
OCBOEHHSI MaTepuaia ¢ UCTIONb30BaHUEM
TeCTOBOM 6a3bl MOpTasia JUCTAHIMOHHOTO
00y4eHHs!, KOHCYJIBTALHH TIO BBINOIHEHUIO
MPaKTHYECKUX 3aJaHUH U KypCOBOMY

POEKTHPOBAHHUIO B On-line pexxume.
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6. MATEPUAJBHO-TEXHUHYECKOE OBECIIEYEHHE
Ta6nuna 6.1 — MaTepranbHO-TEXHHYECKOe oOecrieueHre JUCIUILTAHBL

HauMeHnoBanue cieruaibHbIx *
MOMEILEHH 1 IOMELIEeHHH I
CaMOCTOSTENHHOM paboThI

OcHaieHye crielUaIbHbIX TOMEINEHHH U IOMELIEeHUH A1 CaMOCTOATENbHOM
paboThI

1

2

3maHue yueOHOro KopIryca 1o
yn.Jlenunrpanckas, 113, 241 ayn.
(CPC)

VueOHas ayquTOpHs IS MPOBEAEHHS 3aHATHH JIEKUMOHHOTO THIIA, 3aHATUIH
CEMUHAPCKOTr0 TUIIa, KypCOBOTO NPOEKTUPOBAHUS (BBIMOIHEHUS KyPCOBBIX
paboT), rPYNIOBBIX U UHAUBUIYAIbHBIX KOHCYJIbTAlWH, TEKYLIEro KOHTPOIA 1
MPOMEXKYTOYHOH aTTeCTaLlUH.

KomrbroTepHoe 00opyaoBanue: kommprotep 15 mt., npoexrop 1 mr., 3xpan 1
IT.; AKyCTHKA (TIpHOOPEI): aKyCTUYECKUE CUCTEMBI T IK 1
ut.;O6opynoBaHue Uil y4eOHOro mpouecca: Jocka ayauTopHas 1
t.;MeGenb: cToiel 8 mT., cTynbs 26 wWT.

Ob1ee konuyecTBO MecT: 15

3maHue y4eOHOro Kopiryca rno
yn.Jlenunrpanckas, 113, 244 ayn.
(3auer, [IpakTuyeckue)

VueOHas ayquTopHs [Uid IPOBEACHUS 3aHATHH JIEKUMOHHOTO THIIA, 3aHATHUMH
CEeMHUHAPCKOT0 THITA, KypPCOBOT'O MPOEKTUPOBaHM (BBIOJHEHUS KypPCOBBIX
paboT), rPyHIOBBIX U HHAUBUIYATEHBIX KOHCY/bTALHH, TEKYLIEro KOHTPOIA U
TIPOMEKYTOYHOM aTTeCTaLMH.

KoMmmprorepHoe 06opyaoBanue: kommerotep 17 wr., npoexrop 1 mwr., sxpad 1
mT.; AKycTHKa (IpUOOPEI): aKyCTUIECKUE CUCTEMBI IS NK 1
iT.;O60pynoBaHue 11 yueOHOro nporecca: Jocka ayAuTopHas 1
1T.;Me6enb: ¢Tosbl 17 mWT., cTybs 33 miT.

Ob1ee konuyecTBo MecT: 17

3maHue yueOHOro KopIryca rno
yn.Jlenunrpanckas, 113, 249 ayn.
(IIpaxTHaeckue)

VyeOHas ayquTopus s NPOBENCHUS 3aHATHH JIEKLIIOHHOTO THIIA, 3aHATUI
CEMHUHAPCKOT0 THIA, KypCOBOTO MPOSKTUPOBAHUS (BBITOTHEHUS KypPCOBBIX
paboT), rPYNIIOBBIX U UHOVBUIYIBHBIX KOHCYJIbTALUM, TEKYLIEro KOHTPOJIA U
NpPOMEKYTOYHOM aTTeCTalu.

KommeroTepaoe o6opynoBanue: komneroTtep 20 mT., mpoekrop 1 mr., axpaH 1
T.; AKyCTHKa (TIPHOOPEI): aKyCTUYECKHE CUCTEMBI U1 IK 1
t.;O60pynoBaHue i yueOHOro npouecca: Jocka ayauTopHas 1
T.;MeGenb: cToBI 22 IT., CTyNbs 38 miT.

O6miee konu4yecTBo MecT: 20

3nanue yueOHOro KopIryca rno
yi.Jlenunrpanckas, 113, 416 ayn.
(Jlexumm)

VueGHas ayquTOpUs IS IPOBEICHHS 3aHATUI JIEKLIMOHHOTO THIA, 3aHATHIM
CEeMHUHAPCKOTr0 THIIa, KypPCOBOTO NPOEKTUPOBAHHS (BBINOIHEHUS KypPCOBBIX
paboT), IPYIIIOBEIX ¥ HHAMBATYATEHEIX KOHCY/IBTALMMN, TEKYIIEro KOHTPOJIS 1
NPOMEXXKYTOYHOM aTTeCTalHH.

KoMmrbroTepHoe 060pynoBaHue: npoekrop 1 mr., HoyTOyk 1 mT., mpoeKkTop
(axceccyapsr) 1 mr.

O61ee KOIU4ecTBO MecT: 87

* CrieupaiibHbIe TOMEIEHUS — y'-le6HI>IC AyJUTOPHUHU I NPOBEACHUA 3aHATUH JIEKLMOHHOTO THIIA, 3aHATHIA
CEMHHAapPCKOro TUIla, KypcoOBOro NpoO€KTUPOBaHHA (BBI]’IOJ’IHCHI/IC KYPCOBBIX pa60T), rpynIoBbIX U
HHIOWUBUOYAJIBHBIX KOHcyHBTaHHﬁ, TEKYLWEro KOHTPOJII U HpOMe)KYTO‘IHOﬁ aTTeCTaluH, a TaK XK€ MMOMEILIECHUA I

CaMOCTOSTEeNBHOM paboThI

ABTOp-pa3paboTyuK (BeXyLIHi JEKTOp)

A.C.CyxaHoB
[%00)
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